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AN 7 HolE7} A& o2 So]eE DSMS(Data Stream Management System) 3+
Aol 1 HolEEe] o) RE Addte of|gXE gt DSMSE HE QL doJeu o]~ A]
2gHtt 2EY dolHE Ast=dl HAshE AlzdolH, AR AFd A= SQL ti4l CQL(Continuous
Query Language)s ARSItk weba] DSMSeA] o] d&AE Fa517] feie o] deA 2ds CQL

Z DSMSd| S=doF dt}), B =8E o3 DSMS 73014 ol detx] Aae FAstar, ol dwA
2dS CQLE Fdste sty CQLES] 73g 133ty o|d=gAE g Fd & dF dagEe SVM
(Support Vector Machine)S AR&3tt}, 8]l B Ao M= SVME AF A5 =o|7] 93 AdS
APgict dolg ety St BudET o BT & e FxEde] #4S AT Ast #AE A4S
P7IHES FEAA A At T3 S5t SVMER Y] A Fk(threshold) S 233t AF AeS A3}
st HEAHoE HAEYE HolHE gFsta dAE 2HE SVMEDS CQLE HEstes Ads +

YA} o] HAL T )] A5 W B2 ARN FASEs FADT
ZINE: o1 YA, AEE A w4, PAEY, DSMS, CQL

Abstract In the DSMS (Data Stream Management System) environment, which receives
real-time stream data continuously, we devised an architecture to judge whether the data is abnormal
or not. DSMS is optimized for processing stream data rather than traditional DBMS, and some
products use CQL (Continuous Query Language) instead of SQL. Therefore, an anomaly-detection
model must be registered as a CQL in order to perform anomaly detection in the DSMS. This paper
assumes an anomaly-detection situation in such a DSMS environment and implements the
anomaly—detection model in CQL. Considering the implementation in CQL, we used an SVM (Support
Vector Machine) as a class—prediction algorithm for anomaly detection. We performed experiments to
improve the validation performance of the SVM. We solved the problem that validation performance
of a learned model declines when the dataset is imbalanced, by applying resampling techniques. In
addition, we adjusted the threshold of the learned SVM model to optimize the validation performance.
Finally, we converted the threshold-tuned SVM model learned by resampled dataset to CQL. This
process was implemented by means of two automated transformation blocks.
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Table 1 Categories and concepts of resampling techniques used in the experiments

Algorithm Category Description
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Table 2 Learning time of SVM depending on the amount

of data randomly extracted from a credit-card

dataset

Samples 1,000 10,000 50,000 100,000 200,000

LinearSVC 0.032 (sec) 0.529 6.36 19.70 46.60

SVC kernel:
Linear
SVC kernel:

Polynomial
SVC kernel:

0.019 (sec) 1.185 88.06 124.78 1040.72

0.011 (sec) 0.276 3.16 7.79 49.18

0.055 (sec) 0.673 11.84 121.47 134.88

Radial basis function

SVC kernel:
Sigmoid

0.012 (sec) 0.275 1.82 4.42 9.90
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Table 4 Validation results of SVM learned by under—

sampling dataset

CR Recall | Precision | F1 score | Accuracy
No sampling
L. N/A | 0.7142 0.8750 0.7865 0.9993
(Original dataset)
CR Recall Precision | Fl score | Accuracy
Edited
NearestNeighbours N/A | 0.7142 0.8974 0.7954 0.9993
RepeatedEdited
NearestNeighbours N/A | 0.7346 0.8888 0.8044 0.9993
AIIKNN N/A | 0.7244 0.8875 0.7977 0.9993
Netshbourhood | /5 | 0 7346 | 0.8780 | 0.8000 | 0.9993
CleaningRule
OneSidedSelection | N/A | 0.7346 0.8780 0.8000 0.9993
TomekLinks N/A | 0.5510 0.9152 0.6878 0.9991
CR Recall Precision | Fl score | Accuracy
1/10 | 0.8673 0.0057 0.0113 0.7397
NearMiss-1 1/20 | 0.8367 0.0064 0.0127 0.7774
1/30 | 0.8265 0.0068 0.0135 0.7923
CR Recall Precision | Fl score [ Accuracy
1/10 | 0.8163 0.0497 0.0937 0.9728
1/40 | 0.7346 0.6315 0.6792 0.9988
1/70 | 0.7142 0.7446 0.7291 0.9990
NearMiss-2 1/100 | 0.7142 0.8433 0.7738 0.9992
1/130 | 0.7653 0.8241 0.7936 0.9993
1/160 | 0.7040 0.8846 0.7840 0.9993
1/200 | 0.7040 0.8734 0.7796 0.9993
5 o0 AU dolE PO Shrat AEEME
Aol A% Azt
Table 5 Validation results of SVM learned by over-sampling
dataset
CR Recall Precision | F1l score | Accuracy
1/10 | 0.8469 0.1836 0.3018 0.9932
1/20 | 0.8163 0.4705 0.5970 0.9981
1/30 | 0.8061 0.5895 0.6801 0.9987
1/40 | 0.7959 0.6666 07255 0.9989
ADASYN | 1/50 | 0.7857 0.7264 0.7549 0.9991
1/60 | 0.7857 0.7333 0.7586 0.9991
1/70 | 0.7755 0.7835 0.7794 0.9992
1/80 | 0.7755 0.7755 0.7755 0.9992
1/90 | 0.8061 0.7181 0.7596 0.9991
C.R Recall Precision | F1 score | Accuracy
1/10 | 0.8163 0.6896 0.7476 0.9990
1/20 | 0.7959 0.7878 0.7918 0.9992
SMOTE
1/25 | 0.8061 0.7900 0.7979 0.9992
1/30 | 0.7857 0.7857 0.7857 0.9992
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Table 6 Validation results of SVM learned by combina-

F 6 Fulvlold AEHE dHolHPToR 53 A3

tion-sampling dataset

CR Recall Precision | Fl score | Accuracy
1/10 | 0.8061 | 0.6869 | 0.7417 | 0.9990
1/20 | 0.7959 | 0.7800 | 0.7878 | 0.9992
1/25 | 0.7959 | 0.7878 | 0.7918 | 0.9992
SMOTETomek
1/30 | 0.7857 | 0.7857 | 0.7857 | 0.9992
1/35 | 0.7857 | 0.7857 | 0.7857 | 0.9992
1/40 | 0.7857 0.7857 0.7857 0.9992
CR Recall Precision | F1l score | Accuracy
1/10 | 0.8163 | 0.6956 | 0.7511 | 0.9990
1/15 | 0.8061 0.7669 0.7860 0.9992
1/23 | 0.7755 | 0.8539 | 0.8128 | 0.9993
SMOTEENN
1/30 | 0.7959 | 0.7878 | 0.7918 | 0.9992
1/35 | 0.7857 | 0.7857 | 0.7857 | 0.9992
1/40 | 0.7857 | 0.7857 | 0.7857 | 0.9992

7 oA e PAEYS dolHgToR e
MNIZEWE WA AZ Ax} v
Table 7 Comparison of validation results of SVM learned

by six resampling techniques

CR Recall Precision | Fl score | Accuracy l?:?;(
SMOTEENN 1/23 | 0.7755 | 0.8539 | 0.8128 | 0.9993 1
Fepeatedidited | » | 07346 | 0.8888 | 0.8044 | 0.9993 | 2
NearestNeighbours / 3 ) 3 )

SMOTE 1/25 | 0.8061 | 0.7900 | 0.7979 | 0.9992 3
Nearmiss-2 1/30 | 0.7653 | 0.8241 | 0.7936 | 0.9993 4
SMOTETomek 1/25 | 0.7959 | 0.7878 | 0.7918 | 0.9992 5

ADASYN 1/70 | 0.7755 | 0.7835 | 0.7794 | 0.9992 6
NEE WE vae) A5 987 s Bed
¥ 694 SMOTEENN Z&2u8]&o] 1/239 o

7 £ Fl 2395 zZted, BE 7HS FEoA
N we Fe £259U9. SMOTETomeks 22

Hlgo] 1/25Y W) 7P¢ & Fl 23018 7Bk SMOTE
Agel M=y /HMEL(SMOTE, SMOTEENN, SMO-
TETomek) F5ZHo=z Fg2 HlEo] 1/23 ~ 1/25%)
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SVM trained by RENN sampling dataset

SVM trained by ADASYN sampling dataset

SVM trained by SMOTEENN sampling dataset
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Fig. 3 Comparison of validation results depending on the threshold change of the SVM model learned by each of

six resampling datasets
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Table 8 Comparison of validation results at optimal thres—

hold for each of six resampling techniques

. Rank | Prior
CR Recall Precision | F1 score | Accuracy
(F1) | Rank
SMOTETomek
threshold : 0.48 1/25 | 0.7959 | 0.8764 | 0.8342 | 0.9994 1 5
SMOTE
threshold ® 0.47 1/25 | 0.7857 | 0.8651 | 0.8235 | 0.9994 2 3
SMOTEENN 1/23 | 0.7959 | 0.8478 | 0.8210 | 0.9994 3 1
threshold @ 0.44
ADASYN
threshold : 0.46 1/70 | 0.7653 | 0.8823 | 0.8196 | 0.9994 4 6
Nearmiss-2
threshold : 0.04 1/130 | 0.7755 | 0.8636 | 0.8172 | 0.9994 5 4
RepeatedENN
threshald : =0.34 N/A | 0.7448 | 0.8902 | 0.8111 | 0.9994 6 2
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Table 9 Change in the number of support vectors and
ratio between classes when learned by resamp-—

ling datasets

Number of Number of Total number
Kernel | support vectors | support vectors | of support Ratio
in Fraud class | in Normal class vectors

. linear 189 1247 1436 | 0.15

Orignal ™ 5y 130 516 646 | 0.25
Dataset

rbf 303 2631 2934 | 0.12

linear 147 1048 1195 | 0.14

RENN poly 97 506 603 | 0.19

rbf 279 2645 2924 | 0.11

linear 188 245 433 | 0.77

Nearmiss-2 poly 125 392 517 | 0.32

rbf 294 1534 1828 | 0.19

linear 2210 4616 6826 | 0.48

ADASYN poly 953 1249 2202 | 0.76

rbf 1467 2879 4346 | 0.51

linear 1896 3983 5879 | 0.48

SMOTE poly 1159 1557 2716 | 0.74

rbf 1532 2832 4364 | 0.54

linear 1891 3977 5868 | 0.48

SMOTETomek | _Poly 1161 1557 2718 | 0.75

rbf 1536 2833 4369 | 0.54

linear 1882 4365 6247 | 0.43

SMOTEENN poly 1144 1538 2682 | 0.74

rbf 1519 2828 4347 | 0.54
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(Streaming fraud detection architecture)
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Fig. 4 Fraud-detection architecture model in DSMS

environment

Real-time Data Stream

25X ol7|Ex mdE AT & ok A Z2ALAE
shtel dAE Alz=gl WellA SaEnh o] dAY Al
Heo CQLE A¥akE DSMS EE 283 715S g4
7b5% DBMSZ 714§kt

Al BA BR/V1E wE7] 98, ST
7l= HoEE FHIg) o
RAolnz ZAE 7S B3 Fe=
t} o] u) Me AZY JHe 439 24
o =r1e] HAd AH3gst AEHY

H :

AEY dlole| 3ol BEH, o] HoEZ AMZE H)
B w2l 53tk CQLE AYste DSMSolE gkl
EE RS AYsth 5 gAEHS dolEIFSE SVM
£ FATIE AT AR A" WellA 78 4 vk

53 SVMEEDS CQLY «F & nptr] S8
A 5 e Wk S ARtk 9A gold E=E RE
8k53 SVMEYE-S JSON(JavaScrlpt Object Notation)

"float",
"float",

"float",
"float",

"float",
"float",

"float",
"float",

"columnTypes"

", "float",
", "float",
"columnsize":
"intercept”:

"coefficients":

a9 5 AEEHER

CREATE FUNCTION get_score(float, float, float, float, float, float, float, float, float
float, float, float, float, float, float, float, float, floa

*37
513 +
72141475519
415952025525

"float",
"float",

> ot
2 fﬁ
A o
‘% o it
™ £
e

ol

ol

Q M
o
R
ot

i,
—y

%)

@]

Z,

ofl
1>

(o

it

-z
o

e X > b
ol

i}
i

T oL O ¥ o
=
o

t SVME EJ«] JSON oo 1

45 H}i CQLi rﬂsﬂo}ﬂ 2 %{Poﬂ JSON

CQLE W= &5 —3— H’é JJBJ} A HE}

SVMEHS JSON 2oz ul w) 2de] AlG(coeffi-
cients), A¥(intercept), Z¥ 3 (columnTypes), ZH
= 7)(columnSize) FX7} FQslt}

ad 55 2187t= dHelEge] S S 1/2590
SMOTETomek #AZ% 7|HS FE&stx, 1 A=
3 dolHAFeRE SVMS 853 5 dAS 048
2 A3 2dg JSON Aoz wgkst Azolr}

svmModelToJSON 35 A o)sle] SVMEY-S
2tz wol I8 59 22 JSON #4s Agsi=s +
A3tk YA AW T2 FAH3Y JSON
PAlo Mz YEhA] eketh

JSON ®dolx CQL =9 W

oy 59 SVMEY FrIE 5o

ARE3te 1% 69 F /1] CQL $

il

JSON wle
B39

[ RN
AT
2

=

"float",
"float",

"float",
"float",

"float",
"float",

"float",
"float"],

"float",
"float",

"float",
"float",

"float",
"float",

Rdle] JSON ¥2o g9 m3tAy
Fig. 5 Result of converting the SVM model to JSON format

float, float, float, float, float, float,
float, float, float, float) RETURNS float AS '
025

0.0154310411949
E SQL;

CREATE FUNCTION predict(float, float, float, float, float, float, float, float, float, float, float, float, float, float, float,
float, float, float, float, float, float, float, float, float, float, float, float, float) RETURNS integer AS '

$1, $2, $3, 34, $5, 36, $7, $8, $9, $10, 511, $12, $13, $14, $1S,

LANGUAGE PLEGSQL;

19 6 JSON Aoz AAE A FEHEHA

16,

$17, $18, $19, $20,

$21, $22, $23, $24, $25, $26, $27, $28) as score) < 0 THEN RETURN 0;

®mdo] CQL FHrzel Waas

Fig. 6 Result of converting the SVM model in JSON format to CQL functions
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