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Abstract

We propose a multilevel secure object�oriented data model� MORION� First� we provide several

security policies guaranteeing legal information �ows in object�oriented data model� Second� in

order to support polyinstantiation e�ciently� we identify a new semantic relationship� poly�from�

extend the version semantics� We also provide two new security policies and discuss an e�cient

�



storage sharing mechanism for polyinstantiated versions� Finally� we use methods as implementa�

tion mechanism of security policies� It is advantage of MORION that it fully utilizes version and

method concept to support multilevel security�
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#M%�� �f�3��UW ��* �(�HL� $� �!� v�� v�� v���� ���� $� �!� v�� v�� v�2� derived�from j�� �M#L ��* UW� $��!�
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���chim derive�version ),	$,	��� ���9.��� derived�from0 j���M%�� �- �(� $� �!���� 5	8f��/CG ?��cg ��� �f

�����	��� � ���(� sv(,�.��A ������

�f������FK� � ��������ah��ah�� sw���� �� ��� ��	
�ah� ���������� ���CG� �� t(�u�ah#L \�>'��(� ��<=�

�K��Q vi0 �f���)��(6�f�� ��_��� A�L ��� ,���UW ���ah  !�ah (#�B�0 �3 ��� �K	���'�UW�� '�)#�� �f ���)��(6
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�f������FK� � �����
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 !�ah(#� B�#L ����� ��%�(�B������� �K��Q0 �()������� ��	������ D� �{��(� 7Laf8h��,� CG��#L MORION #L
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0 ���"L%�� -���� delete� !f)�� �K��Q#L j��$#�m6� read� write ����� �3,����(� #Mim�� $��!�+�,��( �K��Q0
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�!�HK���	 B���� ���	 7L���� ��� ��
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